Security Course – Exam 3
Spring 2010

Name: ___________________
Due Date: Monday June 7, 2010
1. What protocols comprise SSL?

2. What is the propose of HTTPS? 

3. Where should security on Email take place? Should this be at the workstation or at the mail server?   Why?

4. In SSL, and TLS, why is there a spate Change Cipher Spec Protocol rather than including a change-cipher-spec message in the handshake protocol?

5. What is meant by perfect forward secrecy? 

6. What is MIME and S/MIME?

7. Why does PGP generate a signature before applying compression?

8. The first 15 bits of the message digest in a PGP signature are translated in the clear. 

a. To what extent does this compromise the security of the hash algorithm?

b. To what extend does it in fact perform its intended function, namely, to help determine if the correct RSA Key was used to decrypt the digest?

9. What are the roles of the Oakley key determination protocol and ISAKMP in IPsec?

10. Why is it useful to have host-based (personal) firewalls?


11. What is a DMZ network and what types of systems would you expect on such a network?


12. What services are provided by IPsec?


13. Is a firewall sufficient in blocking outside intrusions?  Why or Why Not.
 

14. How would you go about stopping or limiting a denial of service attack?

15. What does copyright protect and does this include items that are placed in the public domain?  

16.  Is a trade secret protected by law? Explain. 
17. Briefly describe Diffie-Hellman key exchange.

18. Users A and B use the Diffie-Hellman key exchange technique with a common prime q = 71 and a primitive root α = 7.



a. If user A has private key XA = 5, what is A's public key YA?



b. If user B has private key XB = 12, what is B's public key YB?



c. What is the shared secret key?
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